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Establishing End to End Trust
Creating a more trustworthy Internet



Global Challenges and 
Trusted Internet

Trusted User:

Growth and 
Accountability

Trusted 
Infrastructure:

Defense and 
Attacks

Trusted 
Technology:  

Availability vs.  
Manageability
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Users must be empowered to make informed trust decisions (including 

accepting the risks of anonymity)

Strong identity claims and reputation must be available to enhance security, 

privacy, and trust

Better accountability must be created to deter crime and facilitate responses

Beneficial change
Social: Enabling a global village 

Economic: Easier, faster, cheaper commerce

Political: Freer exchange of ideas

Undesirable change
Loss of data subject control over information

Rise in identity theft

Targeted attacks against businesses & governments

Increases in other types of online and tech -facilitated crimes

Now required: End to End Trust

The Internet Revolution
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Examples:

ωSpyware

ωRootkits

ωApplication attacks

ωPhishing/Social 
engineering

Attacks Getting More Sophisticated
Traditional defenses are inadequate
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Crime On The Rise
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Exponential Growth of IDs
Identity and access management challenging  
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Increasingly Sophisticated Malware
Anti-malware alone is not sufficient 

Number of variants from over 
7,000 malware families (1H07)

Source: Microsoft Security Intelligence Report (January �t June 2007)

Threat Trends


